
Page-i 

 

 

SONARGAON UNIVERSITY 

Research Monograph  

On 

 

A Critical Analysis of the Cyber Security Act 2023 in the Light of the Constitutional Rights 

of the People  

 

Submitted to  

Muhammad Ali  

Lecturer  

Department of Law 

Sonargaon University  

 

Submitted by 

Md. Abdullah Dipu 

LLB (Hon’s) 

ID: LLB2101022016 

Batch: 22th   

Department of Law 

Sonargaon University  

 

 

Date of Submission: 07th January, 2025 



Page-ii 

 

Letter of Transmittal 

07th January, 2025 

To 

Muhammad Ali  

Lecturer  

Department of Law 

Sonargaon University  

Subject: The Research Monograph of “A Critical Analysis of the Cyber Security Act 2023 in 

the Light of the Constitutional Rights of the People”.  

Sir, 

It is a gratification for me to submit the Research on “A Critical Analysis of the Cyber 

Security Act 2023 in the Light of the Constitutional Rights of the People” 

While doing this Research, I have tried my best to this project the paper to the required standard. 

I hope that this paper will fulfill your expectation and make you happy. I therefore, hope that you 

would be kind enough to go through this paper for evaluation. 

I am always available for any clarification of any part of this paper at your convenience.   

 

Thanking You 

 

.......................................... 

Md. Abdullah Dipu 

LLB (Hon’s) 

ID: LLB2101022016 

Batch: 22th 

Department of Law 

Sonargaon University  



Page-iii 

 

Declaration of Supervisor 

This is to certify that the Research Monograph entitled “A Critical Analysis of the Cyber 

Security Act 2023 in the Light of the Constitutional Rights of the People” submitted by Md. 

Abdullah Dipu for partial fulfillment of the LL.B (Hon’s) Degree in Law to the Department of 

Law at Sonargaon University is based on his original research and investigation carried out under 

my guidance and supervision.  

  

  

  

  

  

Supervisor:          

  

............................................. 

Muhammad Ali  

Lecturer  

Department of Law 

Sonargaon University  

  

  

 

  



Page-iv 

 

Declaration 

  

I do hereby declare that the dissertation submitted to the Department of Law, Sonargaon 

University in the partial fulfillment of the requirements for the degree of the LL.B (Hon’s) 

Degree. It is carried out by me under the guidance and supervision Muhammad Ali, Lecturer,  

Department of Law Sonargaon University. Research method and approaches strictly have 

been followed during undertaking the work. Sources consulted are duly referred, quoted and 

incorporated in the text and references included at the end of the work which is based on my 

research. I hereby declare that this dissertation is original and free from plagiarism and it has not 

been submitted earlier partly or wholly to any other university or institution for any degree or 

diploma. 

  

Signature 

  

……………………………… 

Md. Abdullah Dipu 

LLB (Hon’s) 

ID: LLB2101022016 

Batch: 22th 

Department of Law 

Sonargaon University  

   

  

  

 



Page-v 

 

Acknowledgement 

  

This research monograph has been completed under proper guidance of Muhammad Ali, 

Lecturer Department of Law Sonargaon University. I take this opportunity to thanks my 

teachers Muhammad Ali for his valuable suggestion and inspiration. 

I express my gratefulness to all the Faculty Members of Department of Law for their constant 

inspiration, generous support and time to time suggestions in the progress of this dissertation. 

  

  

Md. Abdullah Dipu 

LLB (Hon’s)  

ID: LLB2101022016 

Batch: 22th 

Department of Law 

Sonargaon University  

  

  

  

  

  

 

 

  



Page-vi 

 

Abstract 

  

In the current world that is run by technology and network connections, it is crucial to know 

what cyber security is and to be able to use it effectively. Systems, important files, data, and 

other important virtual things are at risk if there is no security to protect it. Whether it is an IT 

firm not, every company has to be protected equally. With the development of the fresh 

technology in cyber security, the attackers similarly do not collapse behind. They are consuming 

better and enhanced hacking techniques and aim the weak points of many businesses out there. 

Cyber security is essential because military, government, financial, medical and corporate 

organizations accumulate, practise, and stock unprecedented quantities of data on PCs and other 

devices. An important quota of that data can be sensitive information, whether that be financial 

data, intellectual property, personal information, or other various kinds of data for which illegal 

access or acquaintance could ensure negative concerns.   
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List of Abbreviation 

There isn't much information about abbreviations for security guards, but here are some other 

security-related abbreviations:  

Secur. An abbreviation for the word "security" 

CISO: An abbreviation for "chief information security officer" 

INFOSEC: An abbreviation for "information security" 

ISMS: An abbreviation for "information security management system" 

CySO: An abbreviation for "cyber security officer" 

SSO: An abbreviation for "Special Security Office" 

PERSEC: An abbreviation for "personal security" 

A security guard is a person who is employed to protect a company's assets from various 

hazards. They are also known as security officers, security inspectors, factory guards, or 

protective agents.  

20 Essential Cybersecurity Acronyms: List & Definitions 

Oct 9, 2023 — Chief information security officer (CISO) The chief information security officer 

is a senior-level executive responsibl... 
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Cases / Case Laws  

Here are some cases related to the Cyber Security Act (CSA) of 2023 in Bangladesh:  

Speech offense cases: The Ministry of Law and the Ministry of Home Affairs are working to expedite the 

withdrawal of 879 speech offense cases out of 1,340 pending cases. 

Cases under investigation: Law enforcement agencies are investigating 461 speech offense cases, and are 

being instructed to expedite the resolution of these cases. 

Cases involving hacking or digital fraud: These cases are categorized as "Computer Offenses". 

The CSA was enacted in 2023 to regulate online activities and data security. It replaced the Digital 

Security Act (DSA) of 2018, which was criticized for being repressive, especially in terms of freedom of 

expression online. Some say that the CSA carried over provisions from the DSA that were used to repress 

dissent.  

Some cases under the DSA include:  

A Jagannath University student was charged and arrested in 2022 for hosting a webinar where a guest 

criticized the government. 

The writer Mushtaq Ahmed was arrested under the DSA and died in custody in 2021 for a critical 

Facebook post against the government. 


