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ABSTRACT

It is the age of Modern technology .The modern world almost wholly depends on
advanced technology. Consequently, our life is fully influenced by modern technology-
based devices like mobile phones, laptops, tablets, AC, Fridge, Fan, computers and so on.
Nowadays, it works like all in one .Here we created a network system with smart
technology. We used here a lots of 10T device and those devices are so much price .So,
we used a simulation software to dewvelop it .We expect if we get an opportunity to
implement it in a network farm. However, this smart network system is not commonly
available in Bangladesh. Usage is more common in foreign country. The main feature of
our project is that we can monitor any network using this smart networking system. We
can follow the desired devices with the help of mobile or computer and see the status of
these devices and we can easily control this smart network system. Its areas of use are
smart campus area, smart coffee shops, big companies, trains station, smart hospital,
smart home etc. We can easily configure the Artificial Inelegancy devices used in the
Smart Network System with the help of various programs. As our country has reached its
advanced peak, we will soon see proper use of this smart network system in our country
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CHAPTER 1
INTRODUCTION TO SMART NETWORK INFARASTRURE

1.1 Introduction

Smart networks infrastructure with intelligence built in such that Monitoring and
Controlling is performed by the network. In present scenario smart intelligent system
is used to connect 0T Device like smart Fire Alarm System smoke detector system,
smart AC Temperature control system, smart Light system, smart FAN system, smart
Camera systems, smart Motion detector system networks, and others. This smart
intelligent system has minimized the size of the world. The main concept behind this
idea is using the Internet of Things (IoT), which is strongly associated with sensors
networks.

1.2 What is a smart office?

A smart office is a tech-powered space geared at ensuring advanced control over the
work environment by incorporating loT technology that connects critical assets and
people across the building environment. By utilizing connected technology and real-
time analytics facility managers and office owners are equipped with the state-of-the-
art office automation possibilities to:

Identify key areas in the building that waste energy

Monitor the space with connected systems allowing collecting data to transform it
into meaningful insights

Optimize business performance

Boost employees’ well-being and ensure their healthy states

Automate business processes by leveraging remote building energy management
systems (BEMS)

Monitor and control office safety.

Mart office technology enables facility managers to accelerate their efforts toward

resilient, productive, and cost/energy efficient workspaces in their buildings. Let’s
shed light on the advantages of implementing smart technology in offices.
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Figure: 1.1 Smart Office Benefits

1.3 What s lIoT Technology?

0T technology can be described as the ‘Internet of Things,” wherein this technology
is built based on the concept that all the desired devices can be connected inside a
specific network for sharing data and information without any manual intervention.
The devices used for this can be segregated conditional to their capability to send,
receive and gather data in the given network. loT is conspicuous due to its salient
properties, which are secure in nature, can be used on smart devices, ability to
connect to any type of network, aids for faster connectivity, etc.

1.4 Introduction to 10T Devices

IoT devices are about the internet of things which means things of things are
connected via the internet. They are wireless sensors like Bluetooth, Wi-Fi, and
computer devices. Devices are attached to the object that can operate through the
internet or can communicate with a human without human interaction. It will help
people to make their life easy and smart. These devices have sensors that will
transmit data to user or object via the internet. Devices can be remotely monitored
and controlled.
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1.5 Important 10T Network Services

loT lets us control the devices that are located geographically far away. It is the
feature of devices connected through loT that they can take input from the other
devices that are connected through the internet. Commonly the mobile phones are
being used commonly to send instructions to the device remotely. In such cases,
usually, the Internet is preferred, while if the devices are connected to the same
network, they can communicate using Wi-Fi. Internet of Things in short 10T is a
trending technological field that converts any electronic device into a smarter one. A
lot of industries are beginning to adopt this technology on to their operations to
increase their productivity and improve efficiency.

1.6 Future of 10T Network

loT is not limited to include the communication functionality of the things; rather, it
is

an integrated solution to share all manner of information among devices, users and
services to provide user-preferred service. However, current research on the loT
network varies. In this paper, we specifically focus on the network issues in the IoT
because the 10T network is the fundamental component that can enable 10T services.

intelligent

j T (Internet
of things)

Security
Surveillianc
e

Smart
Agriculture

Figure: 1.2 Future of loT Network
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1.7 Smart Network lIoT Devices Platform

Internet of Things is a multiple layer platform that executes direct management,
automation, and provisioning of connected devices within the internet’s
circumference. It is operated with the help of the cloud, security, and expert systems
connected to hardware devices. It is a ready-made platform for beginners and
developers for instant use, which operates at a great speed. It is a remote device that
allows the user to manage the connection between hardware and application devices.
It has a good scope on business development with unique features like cloud-enabled

platforms, and loT enabled the platform.

INTERNET

LAN/WAN

SENSORS AND CONTROLLERS

Figure: 1.3 loT Device Platforms
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CHAPTER 2
NETWORK INFRASTRUCTURE DESIGN

2.1 What is Network Infrastructure?

Network infrastructure can be a mix of hardware devices, software applications, and
network services, including: Hardware infrastructure typically includes routers, switches,
server, repeaters, gateways, bridges, and modems. Software infrastructure includes
monitoring and management tools and operating systems.

o Networking Hardware:
Routers
Computer
Printer
Switches
smartphone
LAN cards
Wireless routers
Cables
Modem
o Networking Software:
o Network operations and management
o cisco packet tracer
o Operating systems
o Network Services:
o Mobile Tower
o loT
o Wireless protocols
o P addressing
e Network loT Devices:
AC
Camera
Smoke Detector
Motion sensor
Sprinkler
Light
FAN
Door
Window
Thermostat
Furnace

0O O 0 O 0 O 0O O O

O 0O 0O 0O 0O O 0o 00 O O
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2.2 How did we get started with Network infrastructure Design?

Network infrastructure design can help you plan how to implement, monitor, and manage
an IT network. A design can be created after identifying the operational requirements in
terms of capacity, quality of service, security, and resilience. First I made an AutoCAD
design for smart network infrastructure. After that, | placed various networking devices
and 1oT devices on top of this AutoCAD design. First | have wired a router and connected
a modem to the router connected a wireless router to this modem, then completed the
wireless configuration in the router connected a switch to the main router connected the
web server DNS server 10T server and mail server in sun then Each networking device
connects to the DSP and completes the connection with the 10T server. In this network |
have configured a mail server in which each department wise mail address is associated
with it | have configured a DNS server in which a domain named SUBD has been created
and under this domain all my countries have been connected except | have created a web
server in which SU has created a website called subd.com

Cable-ModemPT

Cable Modem

Central-O fice-Server
Central O fice Server)

ISP i Remote monitoring & controlling !I

General Network Devices

Figure: 2.1 Network infrastructures Design

Each loT device like door light smoke detector old car sensor Thailand fan access control
and other devices connected to 10T server with username and password. Then login to the
loT server and enter the server monitor option and first apply the conditions separately for
the 10T devices. For example, if someone enters the office first, the automatic door-lock
will be turned on through the sensor, when the door is turned on, the main gate camera
will be turned on, then if a person enters the waiting room, then the waiting room camera
and light will be turned on.

Similarly, 10T devices are configured using separate rooms for each person, for example,
if the managing director of the company enters his room, the automatic door will turn on
with the help of a sensor, and as soon as he enters the room, the SP light of the room will
turn on, when the door is off, it will turn on again. Lights and sensors will be off
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In smart network design project, a condition is applied for the smoke detector such as
whenever the level of the smoke detector rises above 0.3% present, the silent buzzer will
sound immediately and the silent buzzer will be activated at the same time as the camera,
light, door and will turn on and when the smoke detector level drops below the zero point,
the silent will turn off and the room's window door will be locked.

Wind Betector

= HJ

Doof,
1, Emg Do®r

L & Z

Smoke Detelfdr Ol
KTC# Smoke Detector .

s,

Appliance .
T2 wateEGrain

"y

%
G

N R a—

7
7,
%

7
7 %, ",

E27 /47 e, Yy
AT S

Figure: 2.2 Kitchen infrastructures Design

lIoT system of each room is auto like if the room temperature rises above twenty present
then the thermostat will detect it and AC will turn on and when the thermostat
temperature goes below 20% then the room furnace will turn on i.e. the room temperature
will balance automatically all the time.

The main goal of smart network infrastructure is that the network can be monitored and
controlled from anywhere. For example, the managing director of the company can
monitor and control the network from anywhere by turning on his smart phone through a
browser or using third-party apps. The devices can be turned off or on by the managing
director with full control remotely any smart networking can be created using this
network infrastructures solution which will take very less time and every networking
device can be monitored thereby ensuring security.
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Figure: 2.3 Server room infrastructures Design

2.3 Use Case Diagram Sensor

Use Casel: Trigger Wireless Sensor

Primary Actor:
Goal in Context:

Scope: Machine

Machine

Wireless sensor (either an access point monitor or motion detector)
detects an intruder and triggers. The machine triggers the local,
mobile and remote intruder alarms (wireless alarms). The remote
intruder alarm or homeowner notifies the police department
authority of the intruder detection (the local/mobile intruder alarm
notifies the homeowner of the intruder detection)

the overall home security mechanism with specific regard to the
intruder monitoring system as seen by the primary and secondary
actors.

Stakeholders and Interests Home Owner — wants notification of the intruder detection via

the local/mobile
notification of the
alarm or homeowner.

intruder alarm. Police Department wants
intruder detection via the remote intruder
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Trigger: Access point monitor or motion detector (wireless sensors) detects
an intruder in the house and triggers.

Smart Corporate Office

{Monitor Office,
\ Condition
‘ i
-~ ~ |
{ Control office "‘._ | \
(T (access Iy ) | | || g Y
| -~ L_ »{ Request Services |
— | - | = ﬁ ~
— Control Applince e — J { ControlAC ™ | _ M EE)
L S — o ol . Fan | | g |
i * A < | 11 | loT Registration server
ser
-1 : "N | [
Y= < GOttt — — — —— - I
[ \ | L]
| - | L
(AN [ smoke 1\ I
T\ detector Iy
{  Control 3 | :
acuntorgel | | ( readanalog \ b
4 == ports |
| ~- |
- ~ |
I { read di \
{ e I i)
y N————JdO T T T > ports -
| Read sensor } — — — —J o
Sensor/acuator

Figure: 2.4 use case of smart corporate network

2.4 Use Case smoke detector

Use case 2: Trigger Smoke Detector
(“A smoke detector detects smoke in the kitchen.”)
Primary Actor: Machine

Goal in Context: Smoke detector (a wireless sensor integrated with the home Security
system) detects smoke in the house and triggers. The machine triggers the local, mobile
and remote fire alarms (wireless alarms). The remote fire alarm or homeowner notifies
the fire department authority of the smoke detection (the local/mobile fire alarm notifies
the home owner of the smoke detection). Scope: Machine — the overall home security
mechanism with specific regard to the fire monitoring system as seen by the primary and
secondary actors
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Figure: 2.5 use case of Smoke detector

2.5 Flowchart of 10T smart network system

Yas

Detect
Temperature

Figure: 2.6 Flowchart of smart corporate network
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CHAPTER 3
REMOTE MONITORING

3.1 What Is Remote Network Monitoring?

Remote network monitoring is the process of remotely overseeing, managing, and
regulating devices on your network. Use remote network monitoring to collect your
network’s traffic data, and then use the information to track trends and supervise your
network’s performance. Remote network monitoring can also help you detect problems
like network traffic congestion, collisions, and dropped packets. With this information,
you can improve remote network management and troubleshooting. In a single sentence,
remote network monitoring helps ensure your networking is running as it should.

You can install remote network monitoring software directly to your network, and these
systems will monitor your network no matter where they, or you, are located. This means
you can do the work you need from the right places, without compromising your
network’s safety. Remote network monitoring keeps a watchful eye on your network
while saving you time, energy, and resources.

Figure: 3.1 Remote Network Monitoring
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3.2 How Do I Start Remote Network Monitoring?

To bring remote network monitoring into your IT environment, you first must enable a
remote network monitoring probe or agent, often abbreviated as RMON agent or RMON
probe (RMON stands for remote network monitoring). An RMON probe is a device
devoted to the task of remote network management. Here are the main ways to bring an
RMON agent into your network’s environment:

e Dedicated RMON probe: Permanently or temporarily install a standalone device
focused on remote network monitoring

o« Embedded RMON probe: Plant an RMON probe into the circuitry of an existing
network device

o Software RMON probe: Operating systems sometimes include devices that act
as remote network monitoring agents

There are two main categories of remote network monitoring.

3.3 Remote Network Monitoring 1 (RMON1)

RMON1 addresses the first two levels of a network—the physical layer (first level) and
link layer (second level, which includes the MAC layer). RMON1 can provide data on
nine entities commonly known as the nine RMON1 groups.

Probe over WAN
for Remote Monitoring

>

><
=
'a

Probe in LAN for Scalability

4 \w: = \

>
-

- Probe h; - Central Server

Figure: 3.2 Remote Monitoring (RMON)
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3.4 Remote Network Monitoring 1 (RMON2)

RMONZ2 extends to the seven higher protocol layers of an IT system, gathering traffic
statistics by specifying protocols and applications. This knowledge is crucial to
understanding your network’s environment, as well as predicting and troubleshooting
network issues.

Basically, RMONL1 offers a segmented network view while RMONZ2 brings a more global
perspective of a network. Using both kinds of remote network monitoring can give you
the most in-depth understanding of your network.

3.5 Why Do we Need Remote Networking Monitoring Software?

There are many benefits to using remote network monitoring tools, ranging from
incredible features for network protection to protecting your own peace of mind. Let’s go
into more detail about how a remote network monitoring system can aid a network’s
longevity and success.

e Access Information from Anywhere
A remote network monitoring software is designed to supervise your network’s devices
from afar, so if a device goes down, you can troubleshoot from anywhere. Not only can

this lower your risk of outages, but remote access is a necessity in today’s virtual work
world.

e Real-Time Surveillance
Many remote network monitoring systems offer real-time monitoring, keeping everyone

on the same page regardless of physical location. Updated network maps and metrics help
ensure You get a complete, accurate picture of your network environment.

e Organize Your Network’s Information
A remote network monitoring tool can help you assemble a network’s devices by size,
location, and purpose. Remote network monitoring software could also automatically
group different elements of your network together, saving you time and brainpower.

e Automatized Alerts
Remote network monitoring tools often enable the creation of specific alerts, alarms, and

notifications for certain issues. Some remote network monitoring software can even
support follow-up tasks that automatically act when specific issues occur.
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e Customize User Access

Nearly all remote networks monitoring software uses encrypted authentication, which
helps ensure every user logs in the same way, to help protect your network from uninvited
visitors. Many remote network monitoring tools can also allow for user-level options and
administrators.

e Easily Retrieve Your Devices
You can access all critical devices using a remote network monitor, as long as you have

direct access to the network. However and wherever you connect to your network, you’ll
be able to gain entry for all your remote network management needs.
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Figure: 3.3 IoT Remote Monitoring
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CHAPTER 4
loT REGISTRATION SERVER

4.1 10T Registration server

Registrar servers: A registrar server is responsible for registering User agents. It sends the
logged information about the UA to the location server for administrative purposes and
future requests. If a field technician is installing an entirely new asset like an air
conditioner, and that air conditioner has an embedded 10T device or devices, they must
register that device with the appropriate 10T backend in order for it to start working.

4.2 How does IoT work?

An loT ecosystem consists of web-enabled smart devices that use embedded systems,
such as processors, sensors and communication hardware, to collect, send and act on data
they acquire from their environments. 10T devices share the sensor data they collect by
connecting to an loT gateway or other edge device where data is either sent to the cloud
to be analyzed or analysed locally. Sometimes, these devices communicate with other
related devices and act on the information they get from one another. The devices do most
of the work without human intervention, although people can interact with the devices --
for instance, to setthem up, give them instructions or access the data.

Part 1: Add a Registration Server to the Network

In this activity | will add a registration server and several l0T devices to an existing
corporate network and monitor those devices through the registration server.

Step 1: Openthe Registration server.Pkt file and save the file to our computer.
Step 2: Add the registration server on the network. Place the Generic server onto the

workspace and connect it to the home gateway. Find the generic server in the End Device
selection box and drag it to the workspace.

s -

»
l Generc  Generl anerc

E L L

Figure: 4.1 Add Registration Server

= swme o
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Connect the server to the Wireless Route. Using a copper straight-through cable, connect
the server to the wireless router. Enable the registration server service. Click the
registration server in the workspace to open the registration server configuration window.
Click the services tab and then click the IoT service in the left pane. Click the On button
to enable the service.

® |oT Server e O X

Physical Config Services [Deskiop] Programming Attributes

- mI 11

AAAAccounting Traffic Generator MIB Browser Cisco IP
Communicator

= ML

PPPoE Dialer Text Editor Firewall IPv6 Firewall

Netflow Collector loX IDE Telnet/ SSH Client  loT Monitor loT IDE

§ [ Top

Figure: 4.2 loT Monitor
Part 2: Register Device to the Registration Server
Step 1: Click the server icon to open the IoT server configuration window. Click the loT
Monitor icon in the server tab. Enter the IP Address of the Registration server in the URL
box and the click GO. Because there is on loT account created yet, one will need to be

created. Click the Sing Up now option. Select a username and password and then click
Create to create the 10T Account.
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Username admin

Password. [esese

Create

Figure: 4.3 Create Registration Server

Step 2: Whine complete account create then login loT server address user name
password. Enter the login tab.

B2 |oT Server == (] >
Physical Config Services DesktoE Programming Attributes
loT Monitor
IoT Server Address: .710.0.0.253‘| g
User Name: Eadmin \
Password: ‘ admin |
[ Login |
[] Top

Figure: 4.4 Login Registration Servers
Part 3: Register 10T device to the Registration Server

Step 1: configure the ceiling Fan icon in the workspace to open the device configuration
windows and then click the config tab. Change the IoT server type from Home Gateway
to remote server .Enter IP address of the Registration Server from Part 1, and the loT
account Username and Password created in Step 1 above, Next, Click the Connect button.
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.4 -

Specifications  Physical Conﬁg Attributes

GLOBAL
Settings
Algorithm Settings
Files
INTERFACE
Wireless0
Bluetooth

Global Settings

Display Name |KTC# FAN

Serial Number |PTT0810VQ4S-

Interfaces Wireless0

Gateway/DNS IPv4
(® DHCP

(O static

Default Gateway 192 16801
DNS Server 10.0.0.1

Gateway/DNS IPv6
() Automatic

(@ Static

Default Gateway |

DNS Server |

loT Server

() None

() Home Gateway
(® Remote Server

ServerAddress  [10.0.0.253

User Name |admin

Password |admi n

Refresh

[ ] Top

Figure: 4.5 Register 10T Devices

Advanced

Part4: Verify 10T devices are registered to the Registration Server

Step 2: Access the IoT Registration Server through the wireless Tablet Web browser
using credentials from above. The 10T devices, the Ceiling Fan, the Lamp, and the Door

etc. should now be registered with the 10T Server. Close the Tablet PC window.
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Physical Config Services Deskiop Programming Aftributes |

loT Monitor

» @ Emg Door (PTT0810U826-) Door |
Alarm .
Level 0
:
o == i
j
~  KTC# Door (PTT081018DP-) Door
Open .

x KTG# FAN (PTT0810VQ4S-) Ceiling Fan

Status | High |

, KTC# Light (PTT08101M9N-) Light |

Status

» @ T Tharm /DTTRR1ANOWAY Thermostat | ¥

Figure: 4.6 Verify 10T devices

Part5: Configure 10T devices to register with the Home Gateway server

Step 1: Register the ceiling fan to the home gateway server.

Click the Fan icon in the workspace, click the Comfit tab, and then click Settings in the
left pane. At the loT Server options list, click the Home Gateway button. Close the
Ceiling Fan window. Repeat the steps in 3a to register the Door and the Lamp devices to
the home gateway.

Step 2: Verify that the devices are now registered with the Home
Gatewayserver.

Click the Tablet icon in the workspace and open the Web Browser. Connect to the Home
Gateway by typing 10.0.0.253 in the URL box and then click Go. Enter admin as the
username and password and click Submit. After a few seconds all three devices should be
listed in the Home Gateway loT Server — Devices list
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Ac

1oT Server - Device Conditions

Home | Conditions | Editor | Log

[J Top

Step 3: Edit Condition lIoT Devices.

To apply the condition by clicking on edit condition, name the condition, then choose

Figure: 4.7 Condition 10T Devices

Actions Enabled Name Condition Actions
Edit || Remove | |Yes [WR1= AC ON [R1# Thermo Temperature >= 20.0 °C ISet R1= AC On to true
Edt || Remove [ves [WR1# Furace ON [R1# Thermo Temperature <= 20.0 °C lSet R1# Furnace On to true
Edit || Remove [ves [ITM# AC ON [T Therm Temperature >= 20,0 °C [Set ITHe AC On to true
Edit || Remove IVes T4 Furnace ON 1T Therm Temperature <= 20.0 °C Set ITMe Fumace On to true
ISet KTC# Siren On to true
ISet KTC# CAM On to true
[Set KTC2 Door Lock to Unlock:
Edit || Remove | Ives KTC# Smoke Detector on IKTC# Smoke Detector Level >= 0.3
ISet KTC# Water Status to true
[Set KTC# Window On to true
Set Emg Door Lock to Unlock
Set ACC= Door Lock to Unlock
Edt || Remove | Ives laccount Door on lACC# Door Motion On s true ISt ACC Light Status to On
Set ACC# Camera On to true
- Set ACC# Door Lock to Lock
Edit || Remove | IYes lAccount Door off ICC# Door Motion On is faise
ISet ACC= Camera On to false
| Set Account M= Door Lock to Unlock
nz N
Edit || Remove | Ives lame door on lAccount M# Motion On Is true 54t Acsount M Ut tatus to On
[Set Account M2 Door Lock to Lock
M ff & M I
Edit || Remove | Ives lAM Door of laccount M2 Motion On Is false et Account Me Light Status to OFf
E6t || Remove | [ves labe AC ON lAccount & Thermo Temperature >= 20,0 °C ISet Account M2 AC O to true
Edit || Remave Yes |AM# Furnace ON lAccount M# Thermo Temperature <= 20.0 °C Set Account M# Furnace On to true
Edit || Remove |Yes IHRM Door UL [HRM Motion On is true [Set HRM: Door Lock to Unlock
Edit || Remove |ves IHRM Door Lock [HRM Motion On Is false ISet HRM: Door Lock to Lock
Edit || Remove |Yes HRM2 AC ON [Account M2 Thermo Temperature >= 20.0 °C [Set HRM= AC On to true
Edit || Remove [ves IHRM# Furnance [HRM2 Thermo Temperature <= 20.0 °C ISet HRM2 Fumace On to true
Edit || Remove Ives [GM# Door UL IGM# Motion O s trve ISet GMa Door Lotk to Unlock
Edit || Remove Ives [GM# Door L [GM Motion On i false ISet GM# Door Lock to Lock
Edt || Remove Ives IGM2 AC ON (GM Thermo Temperature > = 20,0 °C lSet GM2 AC On to true
Edit || Remove [Yes [GM# Fumace ON [GM2 Thermo Temperature <= 20.0 °C [Set GM# Furnace On to true
Edit || Remove |Yes Cam ON JACC# Door Motion On s true [Set ACC# Camera On to true
Edt || Remove | Jres [cam off IACC# Door Motion On is fase ISet ACC= Camera On to false
Edit || Remove | IYes lceo D UL ICEO# Motion On is true ISet CEO# Door Lock to Unlock
Edit || Remove | Ives lceonL ICEO# Motion On is false ISet CEO# Door Lock to Lock
Edt || Remove | Ies Iceo ac on IcE0# Thermo Temoerature >= 20,0 °¢ et CEO= AC On to true

the

service condition that you want to condition, select the service and add the status of the

service. Set and click OK button

? loT Server

Physical Config Services Deskiop  Programming  Atfributes
Edit Edit Rule x
true
Remove Name KTC# Smoke Detector on
Enabled ue
e
If: Jnlock
Edit Match [All_v ] + Condition H +Group | Off
= [ KTC# Smoke Detector v |[Level v|[== v][o3 | = 2 On
to
Then set + Action ‘ | true
KTC# Siren v|[On v]o|tue v| _| nplock
Edit KTC# CAM v|[on v]|io|tue v| [~ Unlock
Romove | KIC# Door v |[Lock v]to[Unlock v z ©0On
| SeMOVE  [KTcH FAN v | [Status v]to[Off_v] i ) te
Edit KTC# Light v |[Status v |to[On v | _ [ Lock
m KTC# Water v || Status v |to|true v | = °f0ff
L | KTC# Window v [|On v |io|true v| = ﬂ
Edit ‘ Emg Door v | [ Lock v]to[Unlock v | E ik to
Remove ats
m ick to
i
Remove atus
Edit
=) | oK || cancel | lotrue
Remove
Fdit e =an |,-.;,. ______ O N W S

[ Top

Figure:

4.8 Edit Condition loT Devices
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CHAPTER 5
SERVER MANAGMENT

5.1 Mail Server

A mail server works with other programs to create a messaging system. A messaging
system includes all the applications necessary to keep email moving smoothly. When an
email is sent, a program, such as Microsoft Outlook, forwards the message to a mail
server. The mail server then forwards the message to either another mail server or to a

holding area on the same server to be forwarded later.

5.1.1 Mail services configure

To configure the mail server, first 1 open the Cisco Packet Trace software by double
clicking on the mail server icon, then click on Services, click on write email from the

service and turn on SMTP and POP3 Protocol.

?

Physical  Config

SERVICES
HTTP
DHCP

DHCPv6
TFTP
DNS

SYSLOG
AAA
NTP

EMAIL

FTP
IoT
VM Management
Radius EAP

Services  Desktop

SMTP Service

User Setup

POP3 Service
(® ON (O oOFF

Domain Name: ’examplecom

md
gm
cfo
hr

it
sales
acc
info

[ ] Top
=

Figure: 5.1 Mail services configure

() OFF

User | Password |

Change

Password

T TN =TT
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5.1.2 Mail ID Adding

Open the service option of the e-mail server and chat with the domain name subd.com
and then click on the class with the user name and password entry and setup the new user
email address.

‘ r rl
? | !
|
Physical Config Services Deskiop Programming Atftributes n
(I nd 1Enral Corrang v l'f‘i
Configuration Prompt 2
n
|
{ N
. $
&

AAAAccounting Traffic Generator MIB Browser Cisco IP

Communicator

PPPoE Dialer Text Editor Firewall

el |||ii=——xI||| | 1

Figure: 5.2 Mails ID Adding

5.1.3 User PC Mail Configure

After setting up the e-mail server by clicking on the e-mail option from the e-mail server
service, open the user's computer and enter the configured mail address in the user's mail
address, enter the username e-mail address in the incoming mail, and save the outgoing
mail ID and the user's username password.
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PN W

Configure Mail

User Information

Your Name: 1Sanjoy Sarma ’

Email Address 1md@subd.coom ‘

Server Information

I Incoming Mail Server |10.0_0_252 ’ [

Outgoing Mail Server |10.0.0.252 \ "

J Logon Information

User Name: ‘md ’

Password: |ou ‘

Save Remove Clear Reset

S

[ ] Top

Figure: 5.3 User PC Mail Configure

5.1.4 User Mail Compose process

After setting up the user's email, proceed to compose the email, add the subject and body
to the address, and click the send button.
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I |

To: ’it@subd.com ‘
Send
Subject ’Test mail ‘
Hi
This is a Test mail..
!
!
Thanks [
|
|
v
[ ] Top

Figure: 5.4 User Mail Compose process

5.1.5 User Mail Received process

After sending the email from the user's computer, check the email status by clicking on
the mail receives option on the recipient's computer.
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A
MAIL BROWSER
Mails
Compose Reply Receive Delete Configure Mail
|
From Subject Received
: Fri Aug 26 2022
1 md@subd.coom  Test mail 19:38-13
< >
Receiving mail from POP3 Server ] mipa

Figure: 5.5 User Mail Received process

5.2 Web Server

Web server is a computer that runs websites. It's a computer program that distributes web
pages as they are requisitioned. The basic objective of the web server is to store, process
and deliver web pages to the users. This intercommunication is done using Hypertext
Transfer Protocol (HTTP). These web pages are mostly static content that includes
HTML documents, images, style sheets, test etc. Apart from HTTP, a web server also
supports SMTP (Simple Mail transfer Protocol) and FTP (File Transfer Protocol) protocol
for emailing and for file transfer and storage.
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5.2.1 Web Services Configure

To configure the web server, first click on the web server icon, and then enter the service
option, click on HTTP service, and turn on the HTTP and HTTPS options.

»

L YVeED

Physical Config Services Deskiop Programming  Aftributes

SERVICES | HTTP
| HTTP I
DHCP HTTP HTTPS
DHCPv6 (® On O off (® On O off
TFTP
DNS File Manager
SYSLOG File Name Edit Delete
AAA 1 copyrights html (edit) (delete)
NTP
EMAIL 2 cscoptlogo177x1... (delete)
FTP
IoT 3 helloworld.html (edit) (delete)
VM Management
Radius EAP 4 image.html (edit) (delete)
5 index_htmi (edit) (delete)
New File Import

[ ] Top

Figure: 5.6 Web Services Configure

5.2.2 Index.html file configure

Open the index.htm file to configure the web page, then create the HTML file and click
the save button.
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SYSLOG
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FTP
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Desktop  Programming  Attributes
File Name: |index_html
<html=
<center=<font size="+2' color="blue">Cisco Packet Tracer</
font=</center=

<hr=Welcome to our Project

<h1=Smart Corporate Network Infrastructure Solution</n1=
<h2=Presented by</h2>

<h3=Sanjoy Sarma</h3=

<h3=Pobitro Kumar</h3=

<h3=Taslima Nahar Nayona</h3=

<h3=Fatama Akther</h3>

<br=<a href="cscoptlogo177x111_ jpg'>Image</a=

</html=

File Manager Save

Figure: 5.7 Index.html file configure

5.2.3 Browse my web site

After creating the web file, click on the desktop option of the web server, open the
browser, enter the address or IP of the web server in the browser, click the Go button, and
then show html page. Web browsers can be used to view pages on the Internet when you
have an Internet connection. To start browsing the web: When you start up Web, your
cursor should be in the text entry field at the top of the window. Type in the URL of the
webpage that you want to visit or your search term.
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Figure: 5.8 browse my web site

5.3 DNS Server

A DNS server is a computer with a database containing the public IP addresses associated
with the names of the websites an IP address brings a user to. DNS acts like a phonebook
for the internet. Whenever people type domain names, like Fortinet.com or Yahoo.com,
mto the address bar of web browsers, the DNS finds the right [P address. The site’s IP
address is what directs the device to go to the correct place to access the site’s data.

Once the DNS server finds the correct IP address, browsers take the address and use it to
send data to content delivery network (CDN) edge servers or origin servers. Once this is
done, the information on the website can be accessed by the user. The DNS server starts
the process by finding the corresponding IP address for a website’s uniform resource
locator (URL).
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5.3.1 DNS Service Configure

To configure the DNS server, click on the DNS server icon and click on the service
option, click on the DNS option from the service and turn on the DNS service, then enter
the name and address IP in the resource record, then click on the add button to add it, then
click Save to save the DNS option.

»
\
Physical Config Services Deskitop Programming  Aftributes
SERVICES | - | ONS
HTTP
DHCP DNS Service (® On O off
DHCPv6 Resource Records
ETE Name ’ ‘ Type ARecord v
| DNS | ,
SYSLOG Address ’
AAA
NTP Add Save Remove
e No. Name Type Detail
FTP
IoT 0 subd.com ARecord 10.0.0.252
VM Management
Radius EAP 1 www.subd.com  ARecord 10.0.0.251
DNS Cache
(] Top

Figure: 5.9 DNS Service Configure
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CHAPTER 6
CONCLUSION AND FUTURE WORKS

6.1 Conclusion

The smart network infrastructure Design is a promising conception that supports
pioneering methods to resolve power eminence and consistency issues for both service
sectors and consumers. The prominent aim of the smart network infrastructure Design is
to conserve a Remote real-time Monitoring & Controlling Network while sustaining the
complete spectrum of activities. Conventions and protocols that support 10T technology
are used for better performance of the smart network infrastructure Design Solution. This
chapter provides a rational description of the challenges and major applications of 10T-
based methods in different applications along with challenging protocols developed for
better management of smart network infrastructure Design Solution.

6.2 Limitation of smart networking infrastructure

e This project is costly to implement.

e Itistime consuming to build-up.

e Without internet we cannot use this project.

e Webuild it by using simulation software (Cisco Packet Tracer).

e Without a good configure of PC we cannot run this project.

e Without concept of Cisco Packet Tracer & loT devices configure it will build so
difficult.

6.3 Future works

The modern world almost wholly depends on advanced technology. Consequently, our
life is fully influenced by modern technology-based devices like mobile phones, laptops,
tablets, AC, Fridge, Fan, computers and so on. In the future, using this technology, we
can create networks of smart campus areas, smart coffee shops, smart big companies,
smart train stations, smart hospitals, smart homes, etc.
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